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CYBOK MAPPING

The lecture maps to the following CyBOK Knowledge Areas:
Full Coverage:

Introductory Concepts→ Introduction to CyBOK
Infrastructure Security→ Cyber Physical Systems

Partial Coverage:
Human, Organisational & Regulatory Aspects→ Risk Management &
Governance
Attacks & Defences→ Adversarial Behaviours
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https://www.cybok.org/wp-content/uploads/Introduction_v1.1.0.pdf
https://www.cybok.org/wp-content/uploads/Cyber_Physical_Systems-v1.0.1.pdf
https://www.cybok.org/wp-content/uploads/Risk_Management_Governance_v1.1.1.pdf
https://www.cybok.org/wp-content/uploads/Risk_Management_Governance_v1.1.1.pdf
https://www.cybok.org/wp-content/uploads/Adversarial_Behaviours_v1.0.1.pdf
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What is Security?



WHAT IS SECURITY?

Security

Security protects information systems, the data on them, andthe services they provide from unauthorised access, harm, ormisuse.
It focuses on preventing unauthorised access, harm, misuse, disruption orcompromise.
It is commonly expressed through confidentiality, integrity, and availability.
In connected systems, security failures can also affect physical or operationalbehaviour.
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WHAT IS SECURITY?

Security principles:
Confidentiality: information is not disclosed to unauthorised parties
Integrity: data and systems are not tampered with or modified
Availability: systems and services remain accessible and functional

What security protects:
Data, including personal, financial and intellectual property dataSystems and infrastructureNetworks and communications

What security protects against:
Attackers and adversaries with malicious intentUnauthorised usersSoftware vulnerabilities, exploits and misconfigurations
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SECURITY: ASSETS, THREATS, VULNERABILITIES

Assets Threats Vulnerabilities

Data
Systems
Networks

Attackers
Malware

Weak configs
Bugs

Design flaws
The Security Problem: Threats exploit vulnerabilities to compromise assets.
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SECURITY: A PRACTICAL EXAMPLE

Example
A database with weak credentials is accessed by an attacker to steal customerdata.
Vulnerability: default or weak database credentials left unchanged afterdeployment
Threat: attacker scans for exposed databases and attempts commoncredentials
Compromise: attacker gains read access to customer records
Impact: data breach, regulatory penalties, reputational damage and financialloss

Breach Path: Remove the vulnerability, reduce the threat opportunity, or protectthe asset, and the breach path changes.
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What is Safety



WHAT IS SAFETY?

Safety

Safety is the state of being protected from danger, injury,or loss. In engineering, it means systems operate withoutcausing harm to people, the environment, or criticaloperations.
Safety focuses on preventing hazards from leading to unacceptable harm.
It considers failures, misuse, environmental conditions and operationalconstraints.
In cyber-physical systems, unsafe outcomes may result from both accidentalfaults and security failures.
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WHAT IS SAFETY?

Safety principles:
Hazard control: identifying and mitigating things that could cause harm
Risk management: assessing likelihood and impact of adverse events
Assurance: building confidence that systems are safe

What safety protects:
Human health and lifeEnvironmental integrityCritical infrastructure function

What safety protects against:
Equipment failuresEnvironmental conditionsHuman error
Malicious interference is increasingly important
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SAFETY: HAZARDS, RISKS, CONTROLS

Hazard Risk Control

Source of harm Likelihood
Severity

Mitigation
Monitoring

The Safety Problem: Hazards create risks that must be managed and controlled.
Example
A medical ventilator failure can create a patient safety hazard. Controlsmay include alarms, backup power, maintenance checks and clinical escalationprocedures.
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SECURITY AND SAFETY AS SEPARATE DOMAINS

Security and Safety
Why are security and safety traditionally treated as separate domains?

Security has traditionally focused on malicious actors, data, systems andservices.
Safety has traditionally focused on hazards, failures, accidents and physicalharm.
Connected and cyber-physical systems make this separation harder tomaintain.
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The Traditional Separation



THE TRADITIONAL SEPARATION

Different contexts: safety emerged in industrial and mechanical systems;security in IT and military domains
Different threat models: safety assumes accidental failures; security assumes
intentional adversaries
Different engineering approaches: safety relies on redundancy and fail-safedesign; security on access control, encryption, and threat modelling
Different regulatory frameworks: safety: ISO 26262, IEC 61508, HSWA 1974;security: GDPR, Data Protection Act 2018, NIS Regulations
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SECURITY AND SAFETY: THE TRADITIONAL VIEW

Primary Concern

Threat Model

Focus

Risk Approach

Typical Domain

Regulatory View

Security

Malicious attackers
Systems, data, services
Vulnerability-based

IT, networks, software
Data protection

Safety

Failures and accidents
People andenvironment

Hazard-based
Safety-critical systems

Safety standards
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WHY THE SEPARATION NO LONGER WORKS

The Traditional Separation
Why does the traditional separation between security and safety no longer work?

A hospital insulin infusion pump is compromised and instructed to deliver anunsafe dose.
This is a security breach: unauthorised access changes device behaviour.
It is also a safety failure: the changed behaviour can cause patient harm.

Security-Safety Link: A security breach can now create a physical safetyconsequence.
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The Convergence Problem



THE CONVERGENCE PROBLEM

Connected systems
Industrial systems are now networked through IoT and cloud servicesMedical devices communicate wirelesslyAutonomous vehicles rely on connected sensors

Security breaches create safety failures
Compromised sensors⇒ incorrect control decisionsMalware in medical devices⇒ treatment errorsAttacks on power grids⇒ cascading failures

Malicious attackers are now a safety threat
Traditional safety assumes accidental failuresAdversaries can deliberately cause failuresSafety standards do not adequately address this
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REAL-WORLD EXAMPLES OF SECURITY-SAFETY CONVERGENCE

Medical Devices and Wearables
Pacemakers, insulin pumps, glucose sensors, heart monitors
Security flaw: remote reprogramming, data interception, device spoofing
Safety impact: false readings, incorrect medical decisions

Autonomous Vehicles
Rely on GPS, sensors, and V2X (vehicle-to-everything) communication
Security flaw: GPS spoofing or sensor manipulation
Safety impact: vehicle steers into oncoming traffic, collision, fatality

Industrial Control Systems (ICS) / SCADA
Monitor and control critical infrastructure (e.g. power grids)
Security flaw: weak authentication, unencrypted protocols
Safety impact: blackouts, industrial accidents
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Security-Informed Safety



SECURITY-INFORMED SAFETY: A NEW APPROACH

Security-Safety Principle
“If It’s Not Secure, It’s Not Safe”
Bloomfield, Netkachova & Stroud, 2013
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SECURITY-INFORMED SAFETY: A NEW APPROACH

Security-Informed Safety
Security-informed safety integrates security thinking into traditional safety
engineering.
Core idea:

A system cannot be safe if it is not secureSecurity breaches are a new class of hazards that safety engineering must addressBoth accidental failures and intentional attacks must be considered
Practical implication:

Safety engineers must understand cyber security threatsSecurity engineers must understand safety implications of breachesTeams must work together on risk assessment and mitigation
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SECURITY-INFORMED SAFETY: THE INTEGRATED VIEW

Primary Concern

Threat Model

Focus

Risk Approach

Typical Domain

Regulatory View

Security-Informed Safety

Accidental failures and intentional attacks
Systems, data, services and human safety
Combined vulnerability and hazard analysis
Connected and cyber-physical systems
Integrated safety and security assurance

Integrated View
Security-informed safety considers how security failures can change system
behaviour and create safety-relevant consequences.
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REAL SECURITY-SAFETY CONVERGENCE INCIDENTS

Stuxnet (2010)
Targeted Iran’s Natanz nuclear enrichment facility
Compromised PLCs to manipulate centrifuge speeds
Reported normal operation while causing damage
Impact: centrifuges destroyed, programme delayed

Ukraine Power Grid Attacks (2015-2016)
Remote access to SCADA systems in power distribution
2015: manual malicious commands; 2016: automated via Industroyermalware
Impact: blackouts affecting hundreds of thousands
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SUMMARY

Security = protecting assets from unauthorised access, harm, or misuse
Safety = protecting people from harm caused by system failures
Traditional separation made sense when systems were isolated
Connected systems blur the boundary between security and safety
Security breaches are now safety hazards in critical infrastructure
Neither discipline is sufficient alone: security without safety ignores physicalimpact, safety without security ignores intentional threats
Security-Informed Safety integrates both to engineer trustworthy systems
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